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PROYECTOS: ACCESO PROGRAMATICO



Tres opciones para la aplicacion

1. Java Servlets
2. PHP
3. Django (Python)




(1) Java Servlets g;
Java

delrviets

e Servidor Web: Apache Tomcat
e Aplicacion:  Java Servlets
* Conector: JDBC

Hay que programar en Java. | - iSe puede programar en Java!

Un poco desactualizado. " s [ iSe usa en muchos sistemas!




(2) PHP

e Servidor Web: Apache?2
* Aplicacion:  PHP
e Conector: PDO

Hay que programar en PHP. : ‘ iSe puede programar en PHP!

Un poco desactualizado. s > iLiviano y facil de instalar!

iTodavia se usa bastante!




(3) Django (Python)

e Servidor Web: Django
e Aplicacion:  Django/Python

* Conector: Django

Hay que programar en Python. | iSe puede programar en Python!

Dificil de instalar inicialmente. N . iUn marco moderno!

Mas indirecto. | iDa varias abstracciones!




Conectarse

Buscar Q

\ Base de Datos

\ a\ Cambios recientes Administrador de Ficheros  indice

Traza: « acceso_al_servidor - start « inicio » armar_la_aplicacion_inicial

proyecto:armar_la_aplicacion_inicial

Tabla de Contenidos

Armar la Aplicacion Armnar a Aplicacion
Objetivo
Objetivo Seguridad
Servidor Web
La idea de la aplicacion es tener una interfaz H{IMI. donde el usuario puede ingresar algo (como en un “textbox” Opcion 1. Java Serviets

Opcidn 2: Apache?2 + PHP
Opcidn 3: Django (Python)
Opcidn 4: Algo diferente

por ejemplo), y dada esta entrada, la aplicacidn crea una consulta SQL, ejecuta la consulta sobre la base de
datos, y despliega los resultados en HIMI. para el usuario.

= Como fue mencionado antes, hay que tener al menos tres consultas demostrando una mezcla de rasgos
de SQL, es decir, joins, consultas anidadas, agregacion, etc.

= No es necesario tener todos los rasgos en todas las consultas. La idea es que se demuestren los rasgos en alguna consulta. Se puede
empezar con una consulta simple.

= Es importante usar indices, vistas, etc., para optimizar las consultas.

= Si uno quiere usar una vista, y si la complejidad esta en la vista (es decir, si la vista manegja la agregacion o los joins, efc.), esta bien tener
una consulta mas simple. O sea, si hay una vista con los rasgos mencionados, eso también cuenta.

= Se pueden armar varias interfaces (una pagina diferente para cada consulta) o una interfaz con varios formularios (una pagina para todas

las consultas).

Es importante usar meétodos seguros, especialmente contra inyeccion.

Este paso es mas complejo que los otros, por lo que les aconsejamos que dejen bastante tiempo para completario en vez de hacerlo al ultimo
minuto. No importa qué software se use para armar la aplicacion pero agui daremos algunas opciones. Puede ser que haya mejores opciones y si
ustedes quieren usar otra opcién no hay problema (pero puede ser que no podamaos ofrecerles apoyo ... dependera del software).



ACCESO PROGRAMATICO (JAVA):
JAVA DATABASE CONNECTIVITY (JDBC)

Capitulo 6 | Ramakrishnan / Gehrke



Java Database Connectivity (JDBC)

JAVA APPLICATION

JDBCAPI

Driver Manager

g2 3 3

Externas



Consulta vs. Actualizacion

* Para hacer consultas (SELECT):

String consulta = "SELECT ...";
ResultSet rs = statement.executeQuery(consulta);

e Para hacer actualizaciones (INSERT; UPDATE, ...)

String actualizacion = "UPDATE ...";
int tuplasAfectadas = statement.executeUpdate(actualizacion);



INYECCION SQL



Un problema

System.out.println("Ingrese un apellido paterno:");
String input = br.readlLine().trim();
if(input.equals(KILL)) break;

// grear un statement en blanco
st = conn.createStatement();

// crear la consulta
String consulta =
"SELECT * FROM uchlle tran5parencla "
+ "WHERE apellido p=""+ [Enpug +"
+ "ORDER BY total DESC LIMIT 18";
ResultSet rs = st.executeQuery(consulta);

I

dHay algun problema aqui? I ... no hemos “verificado” el input.






Inyeccion SQL

 Un usuario malintencionado puede ingresar un string

de entrada para hacer algo inesperado

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
“~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.

HI, THIS 1S OH DEAR —DID HE | DID YOU REALLY
YOUR SON'5 SCHOOL. | BREAKSOMETHING? | NAME YOUR SON
WERE HAVING SOME N H WAY Robert); DROP
(OMPUTER TROUBLE. / TABLE Students; -~ 7
N
, ~OH. YES. LITTLE
BOBBY TABLES,
WE CALL HIM.
SELECT nota FROM Students WHERE name='"+input+"'

SELECT nota FROM Students WHERE name='Robert');

('--"' empieza un comentario)

DROP TABLE Students;

1



Inyeccion SQL

 Un usuario malintencionado puede ingresar un string
de entrada para hacer algo inesperado

HI, THIS 1S OH, DEAR - DID HE | DID You ReaLLY WELL WEVE LOST THIS

YOUR SON' SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S GTUDENT RECORGS.
VERE HAVING SOFE | H Ay Robert); DROP T HOPE YOURE HAPPY.

CUHPUTEE TROUBLE. / TARLE Studerts: -~ 7 \]l

R AND T HOFE

j ~OH.YES. UTNE < YOUVE LEARNED

ROBRY TARLES 70 SAIZE YOUR

" E ﬁ m WE CALL HIM. DATABASE INPUTS,

SELECT nota FROM Students WHERE name='"+input+"'
SELECT nota FROM Students WHERE name='Robert' OR 1=1 --'



Parece estupido pero ...

| WHITE HOUSE

Mueller report: Russia hacked
state databases and voting
machine companies

Russian intelligence officers injected malicious SQL code and then ran
commands to extract information

The Russian intelligence officers at GRU exploited known vulnerabilities on websites of state
and local election offices by injecting malicious SQL code on such websites that then ran

commands on underlying databases to extract information.

Using those techniques in June 2016, “the GRU compromised the computer network of the
Illinois State Board of Elections by exploiting a vulnerability in the SBOE’s website,” the report
said. “The GRU then gained access to a database containing information on millions of
registered Illinois voters, and extracted data related to thousands of U.S. voters before the

malicious activity was identified.”



Parece estupido pero ...

The Top 10 OWASP vulnerabilities in 2020 are:

* [njection

e Broken Authentication

* Sensitive Data Exposure

e XML External Entities (XXE)

e Broken Access control

¢ Security misconfigurations

e Cross Site Scripting (XSS)

* Insecure Deserialization

¢ Using Components with known vulnerabilities
¢ |nsufficient logging and monitoring

OWASP: Open Web Application Security Project
https://sucuri.net/guides/owasp-top-10-security-vulnerabilities-2020/
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Parece estupido pero ...

Injection

A code injection happens when an attacker sends invalid data to the web application with the
intention to make it do something that the application was not designed/programmed to do.

Perhaps the most common example around this security vulnerability is the SQL query
consuming untrusted data. You can see one of OWASP's examples below:

String query = “SELECT * FROM accounts WHERE custID = “' + request.getParameter(“id”) +

::::::

This query can be exploited by calling up the web page executing it with the following URL:
http://example.com/app/accountView?id="or ‘1’="T causing the return of all the rows stored on the
database table.

OWASP: Open Web Application Security Project
https://sucuri.net/guides/owasp-top-10-security-vulnerabilities-2020/
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Mas ejemplos ...

https://en.wikipedia.org/wiki/SQL injection

Examples [=sitsourcs]

Jeremiah Jacks discoversd that Guess.com was vulnerable to an SQL injection attack, permitting anyone able to construct a property-crafied URL to pull down 26 + names, gredit card numbers and expiration dates in the site’s customer database.”
05, a teenage hacker used SOL injection to break into the site of a Tawanese information security magazine from the Tech Target group and steal customers” information, 4

* In February 2
On Movember 1
On January 13, 2008, Russian computer criminals broke into a Rhode |sland government website and allegedly stole eredit card data from individuals who have done business online with state agencies -

On March 20, 20068, a hacker discovened an SQL injection flaw in an offieial Indian government's tourism site =5

, 3 computer eriminal defaced the Microsoft UK website using SQL injection. == UK website The Regisfer quoted a Microsoft spokesperson acknowledging the problem.

On June 20, 2

injection sttack that exploited 3 vulnerability in applieation code that uses Microsoft 3QL Server as the database store. 2%

In January 2008, tens of thousands of FCs were infected by an automated S0

In July 2

In February

In May 28, Anti-U.5. Hac Infiktrate Army Servers Investigators belisve the hackers used a technigus called SCL injection to exploit 3 security wulnerability in Microsoft's SQL Server datsbase to gain entry to the Web servers. "misted” is known to have carried out similar sttacks on a

number of other websites in the past—including against 3 site maintained by Intermnet security company Kaspersky Lab.

On April 13, ZDDE, the Sexual
E, a server farm inside China used automated queries to Google's search engine to identify 30L server websites which were vulnerable to the attack of an automated SOL injection tool

. Kaspersky's Malaysian site was hacked by a Turkish hacker going by the handle of "mD
2, & group of Maldivian hackers, hacked the website " UN-Maldives” using SCL Injsction.

. who s5aid to have used an SQL injection.

70T Social Security numbers belonging to sex offenders had been downloaded via an SOL injeetion attack P

nd Wiolent Offender Registry of Oklahoma shut down its website for “routine maintenance” after being informed that 10

In Degember 2008, an attacker breached a RockYou plaintext database containing the unencrypted usemames and passwords of about 32 million wsers using an SQL injection attack
On July 2010, 3 South American security researcher who goss by the handle "Ch Russo” obtained sensitive user information from popular BitTorrent site The Pirate Bay. He gained access to the site’s administrative control panel and exploited 3 SQL injection vulnerability that enabled him to
gollect user account information, including |F addresses, MDE password hashes and records of which torrents individual users have uploaded
From July 24 to 26, X :
lzumiya Co, Maruetsu Inc, a
On September 18 during the 20
On Movember 8,
On February 5, 2

, attackers from Japan and China used an SQL injectiol
Ryukyu Jusco Co. The theft of data affs
Swedish general elzction a voter 3

3goess to customers’ credit card data from Neo Beat, an Osaka-based company that runs a large onling supermarkst site. The attack also affected seven business partners including supsrmarket chains
stomers. As of August 14, 2010 it was reported that there have been more than 300 cases of eredit card information being used by third parties to purchase goods and services in China.

d wiriting 0L commands as part of a write-in vot

he British Royal Nawy website was compry TinKode using SOL injection

1 HBGary, a technology security firm, was b tion in their CMS-driven website’

On Mareh 27, 2011, mysagl.come®, the official homepage for M ing SQL blind injeetion™ ]
On April 11, X

Cwer a period of 4 hours on April 27, 2011, an automated S0

1, Barracuda Metworks was compromised usi and usernames of employess were among the information obtaine

old or inactive aceounts.
fownload keys, and passwords that were stored in plaintext on Sony’s website, accessing the personal information of a million users, #5471

Reports website that was able to extract 8% of the usemame/password pairs: B, random accounts of the B, Fctive and

On June 1 “hacktivists” of the group LulzSec were 3
PBS was hacked, mosthy likely through use 4

2, the website for Wicaamilee 2 massively mul

ackers to execute SOL injections was described in this Impervag blog, ¥

m an SQL injection while the site was being updated, ¥

he logins were stored in plain text and were allegedly taken from a Yahoo subdomain, Yahoo! Vieices. The group breached Yahoo's security by using a "union-based SQL injection technig
Princeton, Stanford, Cornell, Johns Hopkins, and the University of Zurich on pastebin.com. The hatkers claimed that

=

In Juns
In May
In July 2012 a hacker groug
On Cotober 1, 2012, 2
they were trying to )

of students, faculty, employses, and alumni from 52 universities including Harva
hes changing education laws in Europe and increases in tuition in the United
theyve besn able to erase people’s debts to water, gas, Internet, electricity, and telephone companies. Additionally, they published admin user name and password for other citizens to log in

ing an SOL injection attack on the Chinese Chamber of Interational Commernce. The leak ista was posted publicly in cooperation with Anonymous ©

= hackers amested for reporting the security vulnerability. T user details were exposed over this conflict.

ome victim to an SQL injection attack carried out by an Anonymous hacker named "Hooky” and aligned with hacktivist group "RaptorSwag”. The hackers compromised

information from nearty 420,000 websites through SOL injections. ™ The Mew York Times confirmed this finding by hiring a security expert o check the claim.®'
hications company Talk Talk's servers, exploiting a vulnerability in a legacy web portal™
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Mas ejemplos ...

https://en.wikipedia.org/wiki/SQL injection

YAHOQO!
= Microsoft

Detecting Tomorrow’s Threats Today y

Part of MmT ch International Corporation
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Inyeccion SQL

HI, THIS 1S OH, DEAR —DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SON5 SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME | H Ay Robert"); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. / TABLE Studerts:— 7 f

¢ AND T HOPE

J ~OH, YES UTTLE - YOUVE LEARNED
BOBBY TABLES TO SAIMZE YOUR
" H ﬂ ! ﬁ l‘ WE CALL HIM. DATABASE INPUTS.

String consulta = "SELECT nota FROM Students WHERE name='"+input+"'";
ResultSet rs = statement.executeQuery(consulta);




Inyeccion SQL: ¢escapar los strings?

HI, THIS 1S OH DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SON'5 SCHOOL. | BREAKSOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N H WAY Robert'); DROP I HOPE YOURE HAPPY.
(OMPUTER TROUBLE. ;/ TABLE Stwdents;-~ 7 é

AND T HOPE
J ~OH, YES UTTLE - YOUVE LEARNED
BOBBY TABLES, TO SAIMZE YOUR
ﬁ H g m WE CALL HIM. DATABASE INPUTS.

String consulta = "SELECT nota FROM Students WHERE name='"+input+"'";
ResultSet rs = statement.executeQuery(consulta);

String consulta = "SELECT nota FROM Students WHERE name='"+escapar(input)+"'";
ResultSet rs = statement.executeQuery(consulta);

Mejor, pero seria complicado implementar la funcion en un lenguaje de
programacion general y garantizar que prevente cada tipo de inyeccion en cada version
(futura) de cada sistema de BdD dado cualquier tipo de consulta y entrada!



Inyeccion SQL: jsentencias pre-compiladas!

HI, THIS 1S OH DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SON'5 SCHOOL. | BREAKSOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N H WAY Robert'); DROP I HOPE YOURE HAPPY.
(OMPUTER TROUBLE. / TABLE Stwdents;-~ 7 \1!

{ AND T HOPE

J  OH,YES ITRE ~ YOUVE LEARNED
m BOBBY TABLES T SANITIZE YOUR
m WE CALL HIM. DATARASE INP{ITS,

String consulta = "SELECT nota FROM Students WHERE name='"'";
// donde 7 es un pardmetro que reemplezaremos con la entrada del usuario

PreparedStatement ps = conn.prepareStatement (consulta);
ps.setString(1l, input);
ResultSet rs = ps.executeQuery();

Mandamos la consulta al sistema de bases de datos y después se reemplazardn los
parametros con la entrada del usuario



Inyeccion SQL: jsentencias pre-compiladas!

String consulta = "SELECT nota FROM Students WHERE name=7";

PreparedStatement ps = conn.prepareStatement (consulta); // 1

ps.setString(1l, input); // 2

ResultSet rs = ps.executeQuery(); // 3
i // 1 : El sistema de bases de datos compila la sentencia E
. SELECT nota FROM Students WHERE name=? E
5 QUERY PLAN -

E Seq Scan on Students (cost=0.00..9654.67 rows=57 width=132)

Filter: ((name)::text = 7::text) |
El sistema de base de datos :

La consulta es compilada por el sistema sin la entrada



Inyeccion SQL: jsentencias pre-compiladas!

String consulta = "SELECT nota FROM Students WHERE name=7";

PreparedStatement ps = conn.prepareStatement (consulta); // 1

ps.setString(1l, input); // 2

ResultSet rs = ps.executeQuery(); // 3

// 2 : El sistema de bases de datos reempleza el parametro en el plan E

SELECT nota FROM Students WHERE name=" E
QUERY PLAN :

Seq Scan on Students (cost=0.00..9654.67 rows=57 width=132) E

Filter: ((name)::text = 'Robert'::text)
El sistema de base de datos :

Se reemplaza el pardmetro en la sentencia pre-compilada
(que es un plan en memoria, no un string)



Inyeccion SQL: jsentencias pre-compiladas!

String consulta = "SELECT nota FROM Students WHERE name=7";

PreparedStatement ps = conn.prepareStatement (consulta); // 1
ps.setString(1l, input); // 2
ResultSet rs = ps.executeQuery(); // 3

// 3 : El sistema de bases de datos ejecuta el plan :

SELECT nota FROM Students WHERE name=" E
QUERY PLAN :

Seq Scan on Students (cost=0.00..9654.67 rows=57 width=132)

Filter: ((name)::text = 'Robert'::text) |
El sistema de base de datos :

nota
3,7




Sentencias pre-compiladas

String consulta = "SELECT nota FROM Students WHERE name=7 AND year="";

PreparedStatement ps = conn.prepareStatement (consulta);
for(String[] input:inputs){

ps.setString(1, input[1]);

ps.setInt(2, Integer.parselnt(input[2]));

ResultSet rs = ps.executeQuery();

Se puede reutilizar el PreparedStatement varias veces
(es mas eficiente también: se compila la sentencia solo una vez)

Se puede tener varios parametros con varios tipos



iInterfaces restringidas de HTML no ayudan!

u Cursos

Favoritos

/" Mis Cursos

Bl Mi Horario

# Mis Estrellas

Otono 2021
Bases de Daios

Big Data

-, Introduccion al Trabajo de

La Web de Datos
Procesamiento Mas
Trabajo Dirigido

rabajo d

rabajo d

rabajo d

rabajo d

rabajo d

VO ae

—.
L

ftulo

ato

Facultad de Cs. Fisicas y Matematicas

® A© e

Cursos E

s

stas Foro

naario

'O » Todos los Mensajes

Todos los Mensajes

Todas las Categorias
Agregar Mensaje

5

Ayuda con encuesta para memoria

Buzon Pagarés
Por Luciano Avegno C. Ayer, a las 22:32 hrs.

busco tutor de algebra c:

Comunicado Lista Seamos Unidad

Historia

v Por Matias Pizarro O. Ayer, a las 22:47 hrs. Actividades

Roranos

Todas las categorias

Todas las categorias

Actividades Extraprogramaticas (12K)
Asuntos Docentes (9.9K)

Asuntos Domésticos (7_2K)

CEl (2.4K)

CEPC (509)

Cosas Perdidas / Encontradas (9 6K)
Encuestas Docentes (185)

FECH (1K)

Por Luis Rosso C_ Ayer, a las 20:50 hrs. Actividades Extrapr

Temas Generales (57K)




iInterfaces restringidas de HTML no ayudan!

x O] Elements

u Cursos s a C en- ainer iner-single chosen-with-dr

id_tema

Favoritos Facultad de Cs.

@) Mis Cursos &‘“ ﬁ
Afiches  Ca

Bl Mi Horario
& Mis Estrellas

ndario  Cursos Encuestas
chosen-drop

» Todos los Mensajes

Otono 2021 Todos los Mensajes

Bases de Datos

Big Data Todas las categorias

Introduccién al Trabajo de Tihtulo |
TOdOS |GS CO tegorfOS Todas las ca[egor[ag
Actividades Extraprogramaticas (12K)

La Web de Datos

Brocecamiant Magivn de Natna Agregar Mensaje
s e vidsivo Ue Ldlls R 4
rocesamiento | 0 < espuestas de coniroles { 2k}

Trabajo Dinigido 4 Asuntos Domésticos (7.2K)
—=%¥ Por Matfas Pizarro O. Ayer, a las 22:47 hrs. Actividades Extr ticas CEI (2.4K)

rabajo d

e CEPC (509)

rabajo de Titulo $ Por Luciano Avegno C. Ayer, a las 22:32 hrs. Cosas Perdidas / Encontradas (9.6K)
Encuestas Docentes (185)

LR ; _ FECH (1K)

. . Por Luis R C. A las 20:50 hrs. Actividades Extraprogramaticas
rabajo d ulo OF LIS FHOSS0 yer. alas s - Temas Generales (57K)

rabajo d

rabajo de Titulo



iInterfaces restringidas de HTML no ayudan!

* Se puede editar |la pagina
HTML para cambiar la interfaz

e Se puede mandar cualquiera
peticion HTTP sin usar la
interfaz HTML




Preguntas?

CATS ¢ ALL YOUR BASE ARE BELONMG
TO US.



